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Records Management Policy and Procedure
Rational
The purpose of this Ozford English Language Centre (Ozford) policy is to outline Ozford’s records management practices and processes.  Ozford has a a systematic and continuous improvement approach to managing its operations. 
Ozford’s record management practices ensure the accuracy and integrity of Ozford’s records and provide evidence of compliance with the relevant standards and requirements.

Scope
This policy and procedure applies to all Ozford staff and students.

Policy
3.1 The management of records at Ozford is the responsibility of all staff. 
3.2 The records/ files/documentation are categorised into 
· Financial records.
· Student records including welfare information;
· Course and Academic records;  
· Business administration records; and
3.3 Ozford will comply with reviews and reporting requests from ASQA and other Commonwealth and State authorities as required.

Procedure
4.	Financial Records
4.1 [bookmark: _Toc16404839][bookmark: _Toc104933644][bookmark: _Toc106094044]Ozford maintains complete, accurate and up to date records of financial information including fees paid and refunds in the Xero finance system.
4.2 Ozford will ensure it has records of its public liability insurance which will be held throughout the registration period.
4.3 OELC Management reports are prepared monthly by the Accounts team. A Finance Report is supplied to the Executive Management team (OELC Governing body) for each scheduled meeting. 
4.4 The Accounts team ensures that all OELC taxation requirements, including BAS returns and annual taxation returns, are submitted as required by the Australian Taxation Office.
4.5 The Accounts team prepares the OELC financial year end statements to the Australian Accounting and Auditing Standards annually.
4.6 A Certificate of Accounts will be prepared by a qualified accountant or a full audit report of its financial accounts from a qualified and independent auditor, if ASQA deems this necessary. Ozford will also provide business management documents requested by ASQA, if deemed necessary.
4.7 Electronic Financial reports and information are prepared by the Accounts team and saved in appropriate folders on the Accounts team secure shared network drive. The Accounts team works electronically and minimal physical records are maintained. Any physical records are kept secured in the Accounts office.
4.8 Financial records are archived at the end of each financial year. 
· Any physical records are placed into archive boxes, clearly labelled and stored for 7 years. At the end of this period the documents are shredded. 
· Electronic records are retained and archived after 7 years.
[bookmark: _Toc106094045]
Student records
4.9 Ozford keeps records of each accepted student who is enrolled with Ozford or who has paid any tuition fees for a course provided by Ozford. Accepted student means a student (whether within or outside Australia) who is accepted for enrolment, or enrolled, in a course provided by Ozford.
4.10 The records are first entered into the MESHED system, the marketing and admission team’s system, and transferred to the Compass Student Management system when the student commences the enrolment with Ozford. The student’s information as required by the ESOS Act and Regulations is entered into the PRISMS system to generate the student’s CoE and updated when Ozford is notified of changes.
4.11 The student records must consist of the following details (applicable to international students on student visa only):
· The student’s current residential address;
· The student’s mobile phone number (if any);
· The student’s email address (if any);
and the information prescribed by the ESOS Regulations:
· the student’s gender;
· the student’s date of birth;
· the student’s country of birth;
· the student’s nationality;
· if the student is less than 18 years old:
· the name, residential address, phone number and email address of a person other than Ozford who has legal authority to act on the student’s behalf; and
· the relationship of the person to the student (for example, parent or guardian);
· the unique identifier of the student’s course;
· the location of the course;
· the agreed starting day of the course;
· the day when the student is expected to complete the course;
· the total of the tuition fees paid for the student for the course;
· the period to which the tuition fees paid as mentioned in paragraph (k) relate;
· the total of the non‑tuition fees paid for the student for the course;
· the total of the tuition fees that are required to be paid for the student to undertake the course (including fees that have already been paid);
· if the student was in Australia when the student became an accepted student—the number of the student’s passport;
· if the student holds an Australian visa—the number of the visa;
· if undertaking a particular test (such as English Language test) is a requirement and the student has undertaken that test
· the name of the test;
· the day the student undertook the test;
· the score the student received for the test;
· either or both the unique identifier for the test result the student received or the student’s unique student reference number (whichever is applicable);
· if the student holds, or has applied for, a Subclass 500 (Student) visa and the student applied for the visa, the student was within a class of applicants specified under paragraph 500.213(3)(b) of Schedule 2 to the Migration Regulations 1994 (classes of applicants to which subclause 500.213(1) does not apply) that class.
· Note: This information is different from that required for a student who will be enrolled in a Victorian school . The Victorian Education and Training Reform Act and Regulations have additional requirements.
4.12 All student files will be maintained for two years after the student ceases to be an accepted student in a secure shared network drive after which time they will be deleted.
4.13 The records of student certification including results will be maintained for a period of 30 years. Ozford will ensure that it is able to re-issue of certification if required.
4.14 Full and accurate records will be created to document all aspects of any child or sexual abuse allegation and investigation. Records of any complaint or allegation of child or sexual abuse and any investigation conducted will be recorded in the Compass Student Management System and kept indefinitely. Any student physical files will be maintained and archived in a secure, locked facility indefinitely. 

Teaching and Assessment records
4.15 Teaching records are retained for purposes of verification, program coordination and course review.
4.16 The ELICOS Teaching team maintains records of teaching delivery for a reasonable period in accordance with the ESOS Act and ensure:
· retention and accessibility of records, including electronically
· learning outcomes are documented
· effective review, revision and delivery of courses 
4.17 Ozford has an academic management system that ensures:
· clear organisation-wide academic leadership of ELICOS
· a coordinated and effective approach to developing, implementing and reviewing curricula
· management of educational resources
· provision of guidance to teaching staff.
4.18 All Curriculum documents are stored on a secured share drive.
4.19 All Lesson plans are saved in the Compass system.
4.20 The Compass Learning Tasks module is used to keep a record of student work completion and levels of achievements. Teachers, students, parents/guardians and support staff have access to the system and can monitor student progress.
4.21 All resources are saved in a Teams shared file including digital files, reviewed/audited lesson plans ready-to-go, audio files, test papers with solutions.
4.22 A Teams shared folder is used to record:
· ELICOS Test Scores Record excel spreadsheet where teachers input all test scores for level progression which provides a snapshot of student progress and is used for decision making when it comes to progress or interventions.
· Current class list excel spreadsheet
· Exit tests for students completing the course

Staff records
4.23 [bookmark: _Toc16404840][bookmark: _Toc104933645][bookmark: _Toc106094047]The Principal and Academic Director and ELICOS Coordinator, trainers are responsible for maintaining up to date records including 
· Senior academic leadership staff records should include: 
· Evidence of a degree, suitable postgraduate TESOL qualification/s, and appropriate educational management and TESOL teaching experience or equivalent.
· Evidence of child safe screening records
· Evidence of up-to-date knowledge of significant developments in TESOL theory and practice.
· ELICOS teachers must have
· Evidence of a degree or diploma of at least three years full-time or equivalent (teaching or other)
· Evidence of a suitable TESOL qualification or qualification that contains TESOL as a method
· Evidence of appropriate TESOL teaching experience or are formally mentored by a senior staff member with this experience
· Evidence Teachers of students of 12 years old or less must hold a TESOL qualification and a nationally recognised primary teaching qualification
· Evidence of an appropriate percentage of the TESOL teachers must be VIT registered
· Evidence of child safe screening records
· Evidence of a person or persons with formal qualifications in counselling and/or relevant experience who is able to advise and provide counselling to students in an intercultural context about:
· academic and future progress advice
· welfare matters
· Evidence of new staff inductions.
· Evidence of a program of professional development each year that ensures staff are fully informed of all regulatory requirements where they affect their duties or participation in ELICOS education.
4.24 Staff information is kept in appropriate folders on the secure shared network drive. Any physical records are kept secured in the Accounts office. The files will include:
· Job description;
· Copy of the job application;
· Proof of personal identity and any professional or other qualifications including verified trainers qualifications and industry experience;
· VIT registration (valid) where applicable
· WWCC 
· The person’s history of work involving children; 
· References that address the person’s suitability for the job and working with children.
· A copy of the letter of offer and the staff member's original letter of acceptance;
· Performance appraisal information if applicable;
· Any other matters relating to the person's employment including any disciplinary reports;
· Personal contact information including, address, phone and next of kin or contact person for emergencies;
· Record of annual leave and other entitlements;
· Salary payments including salary packaging arrangements;
· Timesheets;
· Tax file number and other relevant information.
· Leave applications.
4.25 Any staff member may access his or her file at any suitable time to be arranged with the Accounts Manager.
4.26 All archive boxes for physical records are to be clearly labelled and stored for 7 years. At the end of this period the documents are shredded.

Other Documentation
4.27 Ozford has a secure share drive for each Ozford team where Ozford records and reports should be saved. Ozford records should not be saved on personal drives.

Copyright
4.28 Ozford supports the provisions of the Copyright Act 1968 (Commonwealth as set out in the Copyright Policy and Procedure.

Information Privacy
4.29 Ozford implements the Information Privacy Principles as set out in the Ozford Privacy Policy and Procedure.

ICT Business Continuity 
4.30 All ICT systems, resources and media, including removable ICT items must be protected and secured to prevent damage, theft or unauthorised access. 
· All Institute computer systems require username and passwords to gain access.
· All Institute computer systems have access controls that ensure that they are locked down and any installation of software(s) requires administrator approval. 
· The Institute’s cybersecurity framework is aligned to the Australian Cyber Security Centre, Essential Eight.
· All Institute computer systems are equipped with MS security, antivirus and malware software. This provides continuous system monitoring, intrusion detection, and rapid incident response to address threats in real-time.
· All logins onto the Institute’s computer systems are logged and monitored by the ICT Manager.
· Internet access is routed through WatchGuard firewall FortiGate solutions, which
· filters some traffic (blocks unauthorised traffic); and
· monitors and logs all internet traffic.
· Web servers are hosted independently on external services and not linked to internal systems.
· Remote access to computer and network system is:
· user access using mapped network drives or via remote desktop protocol
· is enabled and disabled for period required
· secured by username and password, VPN and Two Factor Authentication
4.31 Regular backup of essential business information is undertaken to ensure that Ozford can recover from a disaster, media failure or other disruption. 
· A list of critical business services have been identified by the ITS Department and included in the regular backup and recovery plan.
· A Backup and Disaster Recovery Plan has been set up and implemented by the ITS Department. This plan is reviewed annually or as deemed necessary. It includes:
· A full testing of backup is conducted quarterly Monthly. 
· The servers are backed up on daily basis and stored on a backup disk locally using Datto.  In addition, data and Servers are backed up in the Cloud using Datta. 
· In the event of IT failures, The Datto system will be used to restore the affected systems. 
· A recovery plan has been set up and implemented by the ICT Department. This plan is reviewed annually or as deemed necessary.
4.32 Staff responsible for critical ICT functions are required to plan, specifically for:
· protection, stabilisation and continuation of ICT resources;
· resumption and recovery of systems and functions;
· dependencies and back up of ICT resources; and
· mitigation, response to, and management of a disruptive ICT incident.
4.33 In the event of an ICT disruption and/or disaster, the Institute will work to reinstate operations at a capacity or level that is sufficient to perform and maintain critical functions. 
4.34 The EMT will act as the Critical Incident Team (CIT) responsible for the coordination and management of any disruptive ICT event that has a significant impact on health and safety or other operations. The CIT has delegated authority to make decisions, direct staff and students, communicate with key stakeholders including the media and authorise expenditure. 
4.35 Where incidents occur and are ultimately controlled through State or Federal agencies, the CIT will coordinate Ozford response to those agencies.
4.36 In restoring critical ICT functions following a major disruption, the Institute recognises and accepts that non-critical ICT operations will operate at a reduced level and require time to resume full capability, capacity and performance. 
4.37 Subsequent to notification of a critical incident, the CIT will assess information, potential impact and determine whether normal ICT operations can resume. In the event normal operations cannot resume, it is the role of the CIT to declare a critical incident and initiate partial or full activation of the appropriate plans.
4.38 Ozford will maintain records of an ICT major disruption incident in the secured share drive.
4.39 In the event an ICT Continuity Plan (ICP) is activated, a post incident review will be held to consolidate lessons learned and develop, address and rectify opportunities for improvement including to this policy.




Review and Continuous improvement
4.40 The OELC Coordinator, Head of Student Services, Head of Marketing and the Compliance team will conduct reviews of the management and administration of records to ensure their accuracy and integrity. The reviews will include:
· Confirmation that all staff have received induction and training in their records management responsibilities (Responsibility: OELC Coordinator, Head of Student Services, Head of Marketing)
· Weekly review of the PRISMS data to identify any irregularities and work with the Ozford team to improve processes. (Responsibility: Head of Student Services and Head of Marketing)
· Monthly review of the PRISMS data (Compliance team)
· Review of OELC record keeping through internal audits (Compliance team and the relevant Ozford team)

Feedback
Feedback or comments on this policy and procedure is welcomed by the Executive Management Team. 
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